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Summary Chapter 1 
Living in a Network-Centric World.

Early data networks were limited to exchanging character-based information between connected computer systems. Current networks have evolved to carry many different types of devices. 
Distinct communication forms have converged onto a common platform. 

The creation of online communities for the exchange of ideas and information has the potential to increase productivity opportunities across the globe. Internet presents the platform on which to run businesses, to address emergencies, to inform individuals, and to support education, science, and government.

Data networks have been repurposed to improve the quality of life for people everywhere. 

Instant Messaging (IM): Is a form of real-time communication between two or more people based on typed text. E-mail messages are sometimes delayed, IM messages are received immediately. The form of communication that IM uses is called real-time communication.

Weblogs (blogs): Are web pages that are easy to update and edit. Blogs give anyone a means to communicate their thoughts to a global audience without technical knowledge of web design. 

Wikis: Are web pages that groups of people can edit and view together. 

Podcasting: Is an audio-based medium that originally enabled people to record audio and convert it for use with iPods. 

Collaboration Tools: Give people the opportunity to work together on shared documents. 

Traditional learning methods provide primarily two sources of expertise from which the student can obtain information: the textbook and the instructor. Online courses can contain multimedia elements and are available to the students at any time from any place. Online distance learning has removed geographic barriers and improved student opportunity.

Online learning opportunities can decrease time-consuming and costly travel to capacitating. 
Benefits to businesses of online courseware:

· Current and accurate training materials. 

· Availability of training to a wide audience. 

· Consistent quality of instruction. 
· Cost reduction. 

Data networks were used by businesses to internally record and manage financial information, customer information, and employee payroll systems. They now have evolved to enable the transmission of many different types of information services.
Intranets are private networks in use by just one company. Extranets, or extended internetworks, to provide suppliers, vendors, and customers limited access to corporate data 

Networks enable the creation of new forms of entertainment, such as online games. 

Before beginning to communicate with each other, we establish rules or agreements to govern the conversation. These rules, or protocols, must be followed in order for the message to be successfully delivered and understood. Among the protocols that govern successful human communication are:
· An identified sender and receiver.
· Agreed upon method of communicating. 

· Common language and grammar.
· Speed and timing of delivery.
· Confirmation or acknowledgement requirements.
Communication rules may vary according to the context. 

Communication is successful when the meaning of the message understood by the recipient matches the meaning intended by the sender.

The external factors affecting communication are related to the complexity of the network and the number of devices a message must pass through on its route to its final destination.

External factors affecting the success of communication include:

· The quality of the pathway between the sender and the recipient.
· The number of times the message has to change form.
· The number of times the message has to be redirected or readdressed.
· The number of other messages being transmitted simultaneously on the communication network.
· The amount of time allotted for successful communication.
Internal factors that interfere with network communication are related to the nature of the message itself. 

Internal factors affecting the successful communication across the network include:

· The size of the message.
· The complexity of the message.
· The importance of the message.
All networks have four basic elements in common:

· Rules or agreements to govern how the messages are sent, directed, received and interpreted.
· The messages or units of information that travel from one device to another.
· A means of interconnecting these devices. 

· Devices on the network that exchange messages with each other.
Switch - the most common device for interconnecting local area networks.
Firewall - provides security to networks.
Router - helps direct messages as they travel across a network.

Wireless Router - a specific type of router often found in home networks.
Serial Link - one form of WAN interconnection

Network connections can be wired or wireless. In wired connections, the medium is either copper, which carries electrical signals, or optical fiber, which carries light signals. In wireless connections, the medium is the Earth's atmosphere, or space, and the signals are microwaves. 

Protocols are the rules that the networked devices use to communicate with each other. The industry standard in networking today is a set of protocols called TCP/IP (Transmission Control Protocol/Internet Protocol).

In the first step of its journey from the computer to its destination, our instant message gets converted into a format that can be transmitted on the network. All types of messages must be converted to bits.
The devices are the hardware that makes communication possible between the networks.
Routers in a network work to ensure that the message gets to its destination in the most efficient and quickest manner.

The medium is the place where the message travels.
Ethernet is the most common wired networking technology found today. 

Network services are computer programs that support the human network. 

Protocols specify how the messages are sent, how they are directed through the network, and how they are interpreted at the destination devices. 

On a converged network there are still many points of contact (kinds of messages) and many specialized devices but only one common network infrastructure. 

The convergence of the different types of communications networks onto one platform represents the first phase in building the intelligent information network. We are currently in this phase of network evolution. The next phase will be to consolidate different types of messages the applications that generate, transmit, and secure the messages onto integrated network devices. 

Network architecture, refers to the technologies that support the infrastructure and the programmed services and protocols that move the messages across that infrastructure. 

A fault tolerant network is one that limits the impact of a hardware or software failure and can recover quickly when such a failure occurs. 

A scalable network can expand quickly to support new users and applications without impacting the performance of the service being delivered to existing users. 

Quality of network services is measured against the quality of experiencing the same audio or video presentation in person. 

The security and privacy expectations that result from the use of internetworks to exchange confidential and business critical information exceed what the current architecture can deliver. 

The Internet, in its early inception, was the result of research funded by the United States Department of Defense (DoD). Its primary goal was to have a communications medium that could withstand the destruction of numerous sites and transmission facilities without disruption of service. 

When a person makes a call using a traditional telephone set, the call first goes through a setup process, where all of the telephone switching locations between the person and the phone set that they are calling are identified. A temporary path, or circuit, is created through the various switching locations to use for the duration of the telephone call. If any link or device participating in the circuit fails, the call is dropped. To reconnect, a new call must be made, and a new circuit created between the source telephone set and the destination. This type of connection-oriented network is called a circuit-switched network. 

Many circuit switched networks give priority to maintaining existing circuit connections, at the expense of new circuit requests. 

The premise of packet switched connectionless networks is that a single message can be broken into multiple message blocks. These message blocks, called packets, can be sent through the network along various paths, and can be reassembled into the original message upon reaching their destination.

The devices within the network itself are unaware of the content of the individual packets, only visible is the address of the final destination and the next device in the path to that destination. Because the messages are sent in pieces, the few packets that may be lost in the advent of a failure can be retransmitted to the destination along a different path. 

The need for a single, reserved circuit from end-to-end does not exist in a packet switched network. Any piece of a message can be sent through the network using any available path. 

The Internet, which is actually a collection of interconnected private and public networks, has a hierarchical layered structure for addressing, for naming and for connectivity services. 

Networks must provide secure, predictable, measurable, and, at times, guaranteed services. The packet-switched network architecture does not guarantee that all packets that comprise a particular message will arrive on time, in their correct in order, or even that they will arrive at all. 

Networks also need mechanisms to manage congested network traffic. Congestion is caused when the demand on the network resources exceeds the available capacity.

Network Constraints include technology limitations, costs, and the local availability of high-bandwidth service. Network bandwidth is the measure of the data carrying capacity of the network. 

When the volume of packets is greater than what can be transported across the network, devices queue the packets in memory until resources become available to transmit them. Queuing packets causes delay. 

To create QoS classifications of data, a combination of communication characteristics and the relative importance is assigned to the application. All data is treated within the same classification according to the same rules. 

QoS mechanisms enable the establishment of queue management strategies that enforce priorities for different classifications of application data. Examples of priority decisions for an organization might include:

· Time-sensitive communication - increase priority for services like telephony or video distribution.

· Non time-sensitive communication - decrease priority for web page retrieval or e-mail.

· High importance to organization - increase priority for production control or business transaction data.

· Undesirable communication - decrease priority or block unwanted activity, like peer-to-peer file sharing or live entertainment.

Consequences of a network security breach could include:

· Network outage that prevents communications and transactions occurring, with consequent loss of business.
· Misdirection and loss of personal or business funds

· Company intellectual property (research ideas, patents or designs) that is stolen and used by a competitor

· Customer contract details that become known to competitors or made public, resulting in a loss of market confidence in the business

There are two types of network security: network infrastructure security and content security.

Securing a network infrastructure includes the physical securing of devices that provide network connectivity and preventing unauthorized access to the management software that resides on them.

Content security refers to protecting the information contained within the packets being transmitted over the network and the information stored on network attached devices. 

Security measures taken in a network should:

· Prevent unauthorized disclosure or theft of information.
· Prevent unauthorized modification of information.
· Prevent denial of service.
Means to achieve these goals include:

· Ensuring confidentiality.
· Maintaining communication integrity.
· Ensuring availability.
Data privacy is maintained by allowing only the intended and authorized recipients 

Data integrity means having the assurance that the information has not been altered in transmission, from origin to destination. 

Source integrity is the assurance that the identity of the sender has been validated. 

Availability means having the assurance of timely and reliable access to data services for authorized users. 

