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Summary Chapter 7
Data Link Layer.

8.1.1 Physical Layer - Purpose
The OSI Physical layer provides the means to transport across the network media the bits that make up a Data Link layer frame. This layer accepts a complete frame from the Data Link layer and encodes it as a series of signals that are transmitted onto the local media. 
The delivery of frames across the local media requires the following Physical layer elements: 

· The physical media and associated connectors 

· A representation of bits on the media 

· Encoding of data and control information

· Transmitter and receiver circuitry on the network devices 
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8.1.2 Physical Layer - Purpose
The media does not carry the frame as a single entity. The media carries signals, one at a time, to represent the bits that make up the frame.

There are three basic forms of network media on which data is represented:

· Copper cable

· Fiber

· Wireless

The representation of the bits depends on the type of media. For copper cable media, the signals are patterns of electrical pulses. For fiber, the signals are patterns of light. For wireless media, the signals are patterns of radio transmissions.

Identifying a Frame

To enable a receiving device to clearly recognize a frame boundary, the transmitting device adds signals to designate the start and end of a frame. These signals represent particular bit patterns that are only used to denote the start or end of a frame.
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8.1.2 Physical Layer - Operation
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8.1.3 Physical Layer – Standards
The Physical layer technologies are defined by organizations such as:
· The International Organization for Standardization (ISO) 

· The Institute of Electrical and Electronics Engineers (IEEE)

· The American National Standards Institute (ANSI) 

· The International Telecommunication Union (ITU)

· The Electronics Industry Alliance/Telecommunications Industry Association (EIA/TIA)

· National telecommunications authorities such as the Federal Communication Commission (FCC) in the USA.
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8.1.3 Physical Layer - Standards
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The technologies defined by these organizations include four areas of the Physical layer standards:

· Physical and electrical properties of the media 
· Mechanical properties (materials, dimensions, pinouts) of the connectors 

· Bit representation by the signals (encoding) 

· Definition of control information signals

8.1.4 Physical Layer Fundamental Principles
The three fundamental functions of the Physical layer are:
· The physical components

· Data encoding

· Signaling

Encoding 

Is a method of converting a stream of data bits into a predefined "code. Codes are groupings of bits used to provide a predictable pattern that can be recognized by both the sender and the received. 
Signaling

The Physical layer must generate the electrical, optical, or wireless signals that represent the "1" and "0" on the media. The method of representing the bits is called the signaling method. 
8.2.1 Signaling Bits for the Media
Eventually, all communication from the human network becomes binary digits, which are transported individually across the physical media.

Although all the bits that make up a frame are presented to the Physical layer as a unit, the transmission of the frame across the media occurs as a stream of bits sent one at a time. The Physical layer represents each of the bits in the frame as a signal. Each signal placed onto the media has a specific amount of time to occupy the media. This is referred to as its bit time. 
At the Physical layer of the receiving node, the signals are converted back into bits. 
Synchronization is accomplished by the use of a clock. 
Signaling Methods

Bits are represented on the medium by changing one or more of the following characteristics of a signal:

· Amplitude

· Frequency

· Phase 

The nature of the actual signals representing the bits on the media will depend on the signaling method in use. 
NRZ Signaling

In NRZ, a low voltage value represents a logical 0 and a high voltage value represents a logical 1
This simple method of signaling is only suited for slow speed data links. NRZ signaling uses bandwidth inefficiently and is susceptible to electromagnetic interference. 
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Manchester Encoding

In the Manchester Encoding scheme, bit values are represented as voltage transitions. 

Although Manchester Encoding is not efficient enough to be used at higher signaling speeds, it is the signaling method employed by 10BaseT Ethernet (Ethernet running at 10 Megabits per second).
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8.2.2 Encoding – Grouping Bits
By using the coding groups, we can detect errors more efficiently. Additionally, as the demand for data speeds increase, we seek ways to represent more data across the media, by transmitting fewer bits. Coding groups provide a method of making this data representation.

Signal Patterns

One way to provide frame detection is to begin each frame with a pattern of signals representing bits that the Physical layer recognizes as denoting the start of a frame. Another pattern of bits will signal the end of the frame. Signals bits not framed in this manner are ignored by the Physical layer standard being used. 

Valid data bits need to be grouped into a frame; otherwise, data bits will be received without any context to give them meaning to the upper layers of the networking model. This framing method can be provided by the Data Link layer, the Physical layer, or by both.
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Code Groups

A code group is a consecutive sequence of code bits that are interpreted and mapped as data bit patterns. For example, code bits 10101 could represent the data bits 0011. 

As shown in the figure, code groups are often used as an intermediary encoding technique for higher speed LAN technologies. 
Advantages using code groups include: 

· Reducing bit level error

· Limiting the effective energy transmitted into the media

· Helping to distinguish data bits from control bits

· Better media error detection

Reducing Bit Level Errors

To properly detect an individual bit as a 0 or as a 1, the receiver must know how and when to sample the signal on the media. This requires that the timing between the receiver and transmitter be synchronized. Code groups are designed so that the symbols force an ample number of bit transitions to occur on the media to synchronize this timing. They do this by using symbols to ensure that not too many 1s or 0s are used in a row.

Limiting Energy Transmitted

The process of balancing the number of 1s and 0s transmitted is called DC balancing. This prevents excessive amounts of energy from being injected into the media during transmission, thereby reducing the interference radiated from the media. 
Distinguish Data from Control

The code groups have three types of symbols:

· Data symbols - Symbols that represent the data of the frame as it is passed down to the Physical layer.

· Control symbols - Special codes injected by the Physical layer used to control transmission. 
· Invalid symbols - Symbols that have patterns not allowed on the media. The receipt of an invalid symbol indicates a frame error.

Better Media Error Detection 

In addition to the data symbols and control symbols, code groups contain invalid symbols. These are the symbols that could create long series of 1s or 0s on the media; therefore, they are not used by the transmitting node. If a receiving node receives one of these patterns, the Physical layer can determine that there has been an error in data reception.

4B/5B

In this technique, 4 bits of data are turned into 5-bit code symbols for transmission over the media system. In 4B/5B, each byte to be transmitted is broken into four-bit pieces or nibbles and encoded as five-bit values known as symbols. These symbols represent the data to be transmitted as well as a set of codes that help control transmission on the media. Among the codes are symbols that indicate the beginning and end of the frame transmission. 
8.2.3 Data Carrying Capacity
Different physical media support the transfer of bits at different speeds. Data transfer can be measured in three ways: 

· Bandwidth

· Throughput

· Goodput

Bandwidth

The capacity of a medium to carry data is described as the raw data bandwidth of the media. Digital bandwidth measures the amount of information that can flow from one place to another in a given amount of time. Bandwidth is typically measured in kilobits per second (kbps) or megabits per second (Mbps). 
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Throughput

Throughput is the measure of the transfer of bits across the media over a given period of time. 
Many factors influence throughput. Among these factors are the amount of traffic, the type of traffic, and the number of network devices encountered on the network being measured. In a multi-access topology such as Ethernet, nodes are competing for media access and its use. Therefore, the throughput of each node is degraded as usage of the media increases.

Goodput

A third measurement has been created to measure the transfer of usable data. Goodput is the measure of usable data transferred over a given period of time, and is therefore the measure that is of most interest to network users. 
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8.3.1 Types of Physical Media

Standards for copper media are defined for the:
· Type of copper cabling used 

· Bandwidth of the communication

· Type of connectors used

· Pinout and color codes of connections to the media

· Maximum distance of the media

8.3.2 Cooper Media
The most commonly used media for data communications is cabling that uses copper wires to signal data and control bits between network devices. 
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External Signal Interference

Data is transmitted on copper cables as electrical pulses. A detector in the network interface of a destination device must receive a signal that can be successfully decoded to match the signal sent.

The timing and voltage values of these signals are susceptible to interference or "noise" from outside the communications system. These unwanted signals can distort and corrupt the data signals being carried by copper media. Radio waves and electromagnetic devices such as fluorescent lights, electric motors, and other devices are potential sources of noise. 

Cable types with shielding or twisting of the pairs of wires are designed to minimize signal degradation due to electronic noise. 

The susceptibility of copper cables to electronic noise can also be limited by:

· Selecting the cable type or category most suited to protect the data signals in a given networking environment

· Designing a cable infrastructure to avoid known and potential sources of interference in the building structure

· Using cabling techniques that include the proper handling and termination of the cables

8.3.3 Unshielded Twisted  Cooper Media
Unshielded twisted-pair (UTP) cabling, as it is used in Ethernet LANs, consists of four pairs of color-coded wires that have been twisted together and then encased in a flexible plastic sheath
The twisting has the effect of canceling unwanted signals. When two wires in an electrical circuit are placed close together, external electromagnetic fields create the same interference in each wire. 
This cancellation effect also helps avoid interference from internal sources called crosstalk. Crosstalk is the interference caused by the magnetic field around the adjacent pairs of wires in the cable. When electrical current flows through a wire, it creates a circular magnetic field around the wire. 
UTP Cabling Standards

Standards are established jointly by the Telecommunications Industry Association (TIA) and the Electronics Industries Alliance (EIA). TIA/EIA-568A stipulates the commercial cabling standards for LAN installations and is the standard most commonly used in LAN cabling environments. Some the elements defined are: 
· Cable types

· Cable lengths 

· Connectors

· Cable termination 

· Methods of testing cable 

IEEE rates UTP cabling according to its performance (Cat1…7). 
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UTP Cable Types

UTP cabling, terminated with RJ-45 connectors, is a common copper-based medium for interconnecting network devices, such as computers, with intermediate devices, such as routers and network switches.

Different situations may require UTP cables to be wired according to different wiring conventions. This means that the individual wires in the cable have to be connected in different orders to different sets of pins in the RJ-45 connectors. The following are main cable types that are obtained by using specific wiring conventions:

· Ethernet Straight-through

· Ethernet Crossover

· Rollover
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8.3.4 Other Copper Cable
Two other types of copper cable are used: 

Coaxial Cable

Coaxial cable consists of a copper conductor surrounded by a layer of flexible insulation.
Over this insulating material is a woven copper braid, or metallic foil, that acts as the second wire in the circuit and as a shield for the inner conductor. This second layer, or shield, also reduces the amount of outside electromagnetic interference. Covering the shield is the cable jacket. 

All the elements of the coaxial cable encircle the center conductor. Because they all share the same axis, this construction is called coaxial, or coax for short.

Uses of Coaxial Cable

Coax is an important type of cable that is used in wireless and cable access technologies. Coax cables are used to attach antennas to wireless devices. 
Coax is also the most widely used media for transporting high radio frequency signals over wire, especially cable television signals
Cable service providers are currently converting their one-way systems to two-way systems to provide Internet connectivity to their customers. To provide these services, portions of the coaxial cable and supporting amplification elements are replaced with multi-fiber-optic cable. 
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Shielded Twisted-Pair (STP) Cable

Another type of cabling used in networking is shielded twisted-pair (STP). STP uses two pairs of wires that are wrapped in an overall metallic braid or foil.

STP cable shields the entire bundle of wires within the cable as well as the individual wire pairs. STP provides better noise protection than UTP cabling, however at a significantly higher price. 
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8.3.6 Fiber Media
Fiber-optic cabling uses either glass or plastic fibers to guide light impulses from source to destination. The bits are encoded on the fiber as light impulses. Optical fiber cabling is capable of very large raw data bandwidth rates. 
Fiber Compared to Copper Cabling

Given that the fibers used in fiber-optic media are not electrical conductors, the media is immune to electromagnetic interference and will not conduct unwanted electrical currents due to grounding issues. 
Optical fiber media implementation issues include:

· More expensive (usually) than copper media over the same distance (but for a higher capacity)

· Different skills and equipment required to terminate and splice the cable infrastructure

· More careful handling than copper media
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Generating and Detecting the Optical Signal

Either lasers or light emitting diodes (LEDs) generate the light pulses that are used to represent the transmitted data as bits on the media. Electronic semi-conductor devices called photodiodes detect the light pulses and convert them to voltages that can then be reconstructed into data frames. 

Single-mode and Multimode Fiber

Fiber optic cables can be broadly classified into two types: single-mode and multimode.

Single-mode optical fiber carries a single ray of light, usually emitted from a laser. Because the laser light is uni-directional and travels down the center of the fiber, this type of fiber can transmit optical pulses for very long distances.

Multimode fiber typically uses LED emitters that do not create a single coherent light wave. Instead, light from an LED enters the multimode fiber at different angles. Because light entering the fiber at different angles takes different amounts of time to travel down the fiber, long fiber runs may result in the pulses becoming blurred on reception at the receiving end. This effect, known as modal dispersion, limits the length of multimode fiber segments.
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8.3.7 Wireless Media
Wireless media carry electromagnetic signals at radio and microwave frequencies that represent the binary digits of data communications. As a networking medium, wireless is not restricted to conductors or pathways, as are copper and fiber media.

Wireless data communication technologies work well in open environments. However, certain construction materials used in buildings and structures, and the local terrain, will limit the effective coverage. In addition, wireless is susceptible to interference and can be disrupted by such common devices as household cordless phones, some types of fluorescent lights, microwave ovens, and other wireless communications.

Further, because wireless communication coverage requires no access to a physical strand of media, devices and users who are not authorized for access to the network can gain access to the transmission. Therefore, network security is a major component of wireless network administration.

Types of Wireless Networks

The IEEE and telecommunications industry standards for wireless data communications cover both the Data Link and Physical layers. Four common data communications standards that apply to wireless media are:
· Standard IEEE 802.11 - Commonly referred to as Wi-Fi, is a Wireless LAN (WLAN) technology that uses a contention or non-deterministic system with a Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA) media access process.
· Standard IEEE 802.15 - Wireless Personal Area Network (WPAN) standard, commonly known as "Bluetooth", uses a device pairing process to communicate over distances from 1 to 100 meters.
· Standard IEEE 802.16 - Commonly known as WiMAX (Worldwide Interoperability for Microwave Access), uses a point-to-multipoint topology to provide wireless broadband access.
· Global System for Mobile Communications (GSM) - Includes Physical layer specifications that enable the implementation of the Layer 2 General Packet Radio Service (GPRS) protocol to provide data transfer over mobile cellular telephony networks.

The Wireless LAN

A common wireless data implementation is enabling devices to wirelessly connect via a LAN. In general, a wireless LAN requires the following network devices:
· Wireless Access Point (AP) - Concentrates the wireless signals from users and connects, usually through a copper cable, to the existing copper-based network infrastructure such as Ethernet.
· Wireless NIC adapters - Provides wireless communication capability to each network host.

Standards include:

IEEE 802.11a - Operates in the 5 GHz frequency band and offers speeds of up to 54 Mbps. Because this standard operates at higher frequencies, it has a smaller coverage area and is less effective at penetrating building structures. Devices operating under this standard are not interoperable with the 802.11b and 802.11g standards described below.

IEEE 802.11b - Operates in the 2.4 GHz frequency band and offers speeds of up to 11 Mbps. Devices implementing this standard have a longer range and are better able to penetrate building structures than devices based on 802.11a.

IEEE 802.11g - Operates in the 2.4 GHz frequency band and offers speeds of up to 54 Mbps. Devices implementing this standard therefore operate at the same radio frequency and range as 802.11b but with the bandwidth of 802.11a.

IEEE 802.11n - The IEEE 802.11n standard is currently in draft form. The proposed standard defines frequency of 2.4 Ghz or 5 GHz. The typical expected data rates are 100 Mbps to 210 Mbps with a distance range of up to 70 meters.

8.3.8 Copper Media Connectors
Common Copper Media Connectors

The ISO 8877 specified RJ-45 connector is used for a range of Physical layer specifications, one of which is Ethernet. Another specification, EIA-TIA 568, describes the wire color codes to pin assignments (pinouts) for Ethernet straight-through and crossover cables. 

Correct Connector Termination

It is essential that all copper media terminations be of high quality to ensure optimum performance with current and future network technologies.
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Correct Connector Termination

Each time copper cabling is terminated, there is the
possibiltyof signal Ioss and the introduction ofnoise to
the communication circuit Ethemet workalace cabling
specifications stipulate the cabling necessary to cannect
a computerta an active network intermediary device.
When terminated improperly, each cable is a potential
source of Physical layer performance degradation. ftis
essential that all copper media terminations be of high
qualityto ensure optimum performance with current
andfuture network technologies.

In some cases, for example in some WikN technologies, if
an improperly wired R.-45-terminated cable is used,
damaging voltage levels may be appiied between
interconnected devices. This type of damage will
generally occur when a cable is wired for one Physical
Iayertechnology and is used with a different technology
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Common Optical Fiber Connectors

· Straight-Tip (ST) (trademarked by AT &T) - a very common bayonet style connector widely used with multimode fiber.

· Subscriber Connector (SC) - a connector that uses a push-pull mechanism to ensure positive insertion. This connector type is widely used with single-mode fiber.

· Lucent Connector (LC) - A small connector becoming popular for use with single-mode fiber and also supports multi-mode fiber. 

Three common types of fiber-optic termination and splicing errors are:

· Misalignment - the fiber-optic media are not precisely aligned to one another when joined.

· End gap - the media do not completely touch at the splice or connection.

· End finish - the media ends are not well polished or dirt is present at the termination.
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Common Optical Fiber Connectors.

Fiber-optic connectors came in a variety of tyes. The
figure shows some of the most commor:

Straight-Tip (ST) (rademarked by AT &T) - 3 very common
bayonet style connector widely used with multimode fiber.

Subscriber Connector (SC) - a connector that uses a
push-pull mechanism to ensure positive insertion. This
connector type is widely used with single-mode fiber.

Lucent Connector (L) - A small connector becoming
popular for use with single-mode fiber and also supports
mult-mode fier.

Terminating and splicing fiber-optic cabling reguires
special training and squipment Incorrect ermination of
fiber aptic media will resultin diminished signaling
distances or complete transmission failure.

Three common types of iver-optic termination and
splicing errors are:
+ Misalignment - the fiber-optic media are not
precissly aligned to one anotherwhen joined
+ End gap - the media do not completely touch at
the splice or connection.
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