


The /etc/ Passwcl File

The /etc/passwd File is a list of users
recognized by the system.

* lLogin name

* Encrgptecl Passworcl

* UID number

* Default GID number

* “‘GECOS” information: full name, extention, home phone
* Home clirectorg

> Login shell




Jetc/ Passwcl file (MAQC)

nobodg:*:~Z:~2:Un|:>rivi|egecl User:/:/usr/bin/false
root:*:0:0:System Administrator: /var/root: /bin/sh

daemon:*:1:] :System Services: /var/root:/usr/bin/false

" i MR XN

uucp:*:+:+:Unix to Unix Copg Protocol:/var/sl:)ool/uucl:):/

usr/sbin/uucico

* lP:*:ZézlézPrinting ServiCCS:/Var/spool/cups:/usr/bin/
false

* Postﬁx:*:27:27: Postfix User:/var/ sPool A Postﬁx: Jusr/bin/
false

] www:*:70:70:World Wide Web Server:/ Librarg/ WebServer:/

usr/bin/false




Example:

root: jsg8Y.1p6uWMo: 0 : 0: The system,,x6096, :_/ : /bin/csh

Ry B

LO |n n " .
-0g Encrypted UID GID _ GECOS | Home Login
flame password information  gjrectory  Shell

Q\:

* Each line in the file represents one user and contains seven fields
separated by colons

* Root : ? : 0:0: root: /root : /bin/bash

shadow




Login name

» Must be unique.

° Usua”g no more than 8 characters long
depen&ing on the OS.

+ NIS or NIS+, Iogin names are limited to 8

characters regarc”ess of the QOS.




Login name cont.

Thumb up rules:

)

)
)

Stick to alplﬂanumerics and to limit |ogin
names to 8 characters.

Case sensitive.

Since most mall systems expect login names
to be lower case, we suggest avoic%ng
uppercase characters i%%ogin names unless
the user is not ex[:)ect to receive any mail.
Easy to remember. F _names, l_names, initials,
or some combination of these all make
reasonable naming schemes.




More than one machine

Login names should be unique:

1.

*

A user should have the same Iogin name
on every machine.

AEar’cicdar login name should alwags

referto the same Pcrson.
DuPIicate names can lead to email
confusion. Users will often send mail to

the wrong address.




Edit /etc/ Passwcl

Q: How to edit Jetc/ Passwcl to create a new

Acaalint <

o “* inthe encrgpted Passwcﬂ field
Prevents unautlﬂorizecl use oF the

account until you ha\/e set a rea!

PBSSWOFCI .




Edit /etc/ Passwcl cont.

%S E)ig no NO

Never |eave Passwcl field eml:)tg — that
introduces ajumbo~sizecl securitg hole
because no Passwcl IS required to access

the account.




Encryl:)tion algorithm

Standard DES Passworcls:

* Unencxypted Passworcls is limited to 8
characters.

* Onlg first 8 chars are signiﬁcant for long
Password.

Hint:

* HP-UX: trusted mode- allow and use Passworcls of and
|eng’ch.

+» Red Hatlinux & Free BSD :

~ suPPor’t MD5~based Passwd
~ Password can be of any |ength




Password Securitg

Don't
leave encryp’cecl Passworcl in Plain View.
Shadow Password mechanism
) Placing them in a seParatecl file that is not
world readable

Hint: on Solaris, shadow Passwd IS requireci! Must
moclhcg the shadow Passwcl file when aclcling or
removing user to keel:) it consistent with /etc/

Passwcl (PSZ)







1
UID number cont.
* Bigno:

never create multiple accounts with UID O

i People need to have alternate way to Iogin
as root, using a program likes sudo (P4~1).

+ Avoid recgc!ing, Ui

= Pre\/ent contusion it files are later restored from
backups in which user are identified 139 UID rather
than a login name.

= keeP unique across your entire organization

~aUID ->same login name -> same person




1
UID number cont.

Multiple ﬂdministrators/ ogg?niza ions

& Central DB contains record tor each user
and enforces uniqueness (uniquid).

* Assign each group with an organization a
range of UIDs and let each group mange
its own set

Side effect:
Keep the UID space separate, but does not
address the Para“el issues of unique login
names.




Default GID number

* 16 or 32 bit integer
* Signecl or unsignecl
o GID Ois reserved for “root” or “wheel’

o GID11s usua”9 for “daemon”

° A”ow a user to be In up to 16 groups at a
time, so GID is never used to determine

dCCCSS.




GECOS field
» No well-defined sgntax
* Common|9 used to record persona
information about each user.
Command:
- who
~ ﬁnger a_user
~chfna user
(Full name, office, office P]’aone, home Phone)




Home clirectory

o (Jsers are Placecﬂ in their home directories

when theg Iog In.

* Some sYs a“ow the login to Proceecl ancl
Put the user in the root clirectorg. Others

do not.

o fhome c]irectorg are mounted over NS
they may be unavailable in the event of
server or network problems.




onsh

* A command interpreter
* Bourne shell (/bin/sh), C shell(/bin/csh)
ksh, bashj tcsh

+ Shis the default on most sgstems and is

used it /etc/ Passwcl doesn’t spechcg a
|ogin shell.

o Select/add a shell : /etc/shells




Th C l::rec 5 5 D el master.l:)asswd

+ The “real’ Passworcl file

Master.passwd file function as a shadow
Passworcl file in that it is readable onlg bﬂ

o

root.
* 3 additional fields
~ login class
- Passwcl change time

- expiration time




Tl"le FrCCBSD /etc/login.comc

* Sets account — related Parameters for
user and groups of users.

o When user Iogs in, the login class field of /
etc/master.passwd determines which
entry in /etc/login.conf to applg. It no
|ogin class has been sl:)echqecl bg the

users master.l:)asswd entry, the default

class is used.




The Solaris and Red Hat

[etc/shadow File

4

readable on|9 139 the superuser and
serves to keep encrgp‘ced Passwords Sa]CC
from Prging eyes.

Provides account information that is not
available from /etc/ Passwcl.

The shadow file is not a suPerset of the
Passwcl ﬁle, and the Passwcﬂ file is not

enerated from it. Must maintain both files
Eﬂ hand.




Jetc/ shadow

millert:inNO.VAscIWN.:110%1::180:14::18627

Login name

Encrgp’c@d Passworcl

Date of last Passworcl change

Min. number of dags between Passworcl changes

(better unset)

5. Max.number of dags between Passworcl changes

6. Number of dags in advance to warn users about
Passworcl exPiration

7. Number of inactive dags before account
exPiration (solaris)

8. Account expiration date

9 ﬂags

SRR e D00 R




The /etc/ group

Contains the names of UNIX groups
and a list of each group’s members.

example:

Student : * : 200 : dotty,mike,scott

S AR

Group name Encrypted GID number
: password

s

List of members




Add users
Required:

Edit the Passwci and shadow files to

define the user’s account.
Set an initial Passworcl.

Create the user’s home clirec:torg




Add users cont.

* For the user:
1. Copg default startup files to the user’s

home clirectorg.

». Set the user’s mail home and establish mail

aliases.




Aclcling users cont.

= For you:
1. Add the user to the /etc/groul:) file.

2. Conﬁgure disk cluotas.
% Verhcg that tl’]@ account is set UP Correctlg.







Aclcling users cont.

XS Setting an initial Passworcl
# Passwcl user

Suggestion:

rePlacing the sgstem’s Passwcl command with an
upclatecl version that checks Prospecti\/e
Passworcls for guessabilitg before accepti ng them

(such as npasswcb.




Aclcling users cont.

D

Creating the user’s home

di rectorg

# mkdir /home/staff/tyler

#C
#C
# C

hown tyler /home/staff/tyler
Ngrp staff /home/staff/tyler

hmod 700 /home/staff/tyler




Aclcling users cont.

XS Copging the default startup files

Begin with .7 | causes Is to elide these file

from directorg listings unless -3’ option IS

USCCI.

End with Jaewis short for “run command”.




Aclcling user cont.

» Command sequence for insta”ing

#C
#cC
#C
#C

- B

startU):J ﬁles

> [usr/local/lib/ske
hmod é4-4 ~tyler /.
nown tyler ~tyler /.

cXam ICZ
Wheel:*:0:root,evi, garth,scott,trentjtgler

[.[a-ZA-Z]* ~/tyler
a-zA-Z]*

a-zA-Z]*

grp staff ~tyler /.[a-zA-Z]*
iit the /etc/group file




Setting disk c]uotas

® Set quo’ta limits for each new

account with the edquota
command.

# edquota —p proto-user new-user




Aclcling users cont.

° \/erifg the new login

Login as the new user
% PWCI i *verhcg the home clirectorg*/

% |s —la /* check owner/groul:) of startup filles*/

* Remind new user to change their Passwords

immecliatelg




Removing users

Involves removing all references to the Iogin
name that were acicled bg you or your
adduser program.

Set the user’s disk quota to O, if quota are
N use.

Remove the user from any local user
databases or Phone lists.

Remove the user from the aliases file or

add a Forwarcling address.




Aclcling users cont.

* Remove tl"lC user’s crontab ﬁl@ ancl ang

Pending atjobs.

) Ki” any o1C the user’s processes that 2o

still running.

» Remove the user from the passwd and
group files.

* Remove t

* Remove t

ne user’s home ChFCCtOFH.

he user’s mail spool.




Aclcling users cont.

Quot: # quot /home
o Number of disk blocks consumed by each

uscr

* Which UIDs are not list in /etC/Passwcl
To find exact Paths

# find —=x /home —nouser ~l:>rint




Management Utilities

+ Useradd -> add user

* USCT’ITIOC! e Change thé PBSSWCI entries O]C

existing users
o Userdel => remove a user from the sgstem

* Groupaclcl, groupmocl, groul:)clel ==
operate on the /etc/ group file




Accolipt management utilities

+ #useradd cincl9

Cinclg:*:lOi:ZO::/home/hilbcrt:/bin/sh

+» #useradd —c “Cinclg King” —d /home/
matlﬂ/cincly ~g Facultg ~Gfamous —m —s /

bin/tcsh cindy

¢

L

9:*:105:§O:Cinclg King:/home/math/cindg:/bin/

tcsh

group, create clirectorg, entry in /etc/ shadow




Acount management utilities

o Determine default
#useradd —D

o Setdefault
Jetc/default/useradd

* Set exPiration date
#usermod —e “June 6,2002” cindy

° Delete account

(remove in Passwcl shadow group, excePt home clirectorg)

#userdel cinclg




